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1 Scope  

 

1.1 This PISM_OP-2025 “Personal Data Processing Policy” (hereinafter referred to as 

the Policy) of JSC "VO "Safety" (hereinafter referred to as the Company) applies to the activities 

of all structural divisions of the Company. 

1.2 This Policy establishes the basic principles, objectives, conditions, and methods of 

personal data processing, the categories of data subjects whose personal data are processed by the 

Company, as well as the responsibilities, functions, and rights of the Company in personal data 

processing, and the rights of data subjects. 

 

2 Regulatory References 

 

2.1 References to the following regulatory documents are used in this Policy of the 

Company: 

 Constitution of the Russian Federation; 

 Labor Code of the Russian Federation; 

 Civil Code of the Russian Federation; 

 Federal Law No. 160-FZ of 19.12.2005 “On Ratification of the Council of Europe 

Convention for the Protection of Individuals with Regard to Automatic Processing of Personal 
Data”; 

 Federal Law No. 152-FZ dd. July 27, 2006 “On Personal Data”; 

 Federal Law No. 149-FZ dd. July 27, 2006 “On Information, Information Technologies 

and Information Protection”; 

 Russian Federation President Decree No. 188 dd. March 6, 1997 “On Approval of the 

List of Confidential Information”; 

 Russian Federation Government Decree No. 687 dd. September 15, 2008 “On Approval 

of the Regulation on Specifics of Personal Data Processing Carried Out without the Use of Automation 

Tools”; 

 Russian Federation Government Decree No. 211 dd. March 21, 2012 “On Approval of the 

List of Measures Aimed at Ensuring Fulfillment of Obligations Provided for by the Federal Law ‘On Personal 

Data’ and Regulatory Legal Acts Adopted in Accordance Therewith by Operators Being State or Municipal 

Authorities”; 

 Russian Federation Government Decree No. 1119 dd. November 01, 2012 “On 

Approval of the Requirements for the Protection of Personal Data during Their Processing in 

Personal Data Information Systems”; 

 Russian Federation Government Decree No. 2526 dd. December 29, 2022 “On 

Approval of the List of Cases in Which the Requirements of Parts 3–6, 8–11 of Article 12 of the 

Federal Law ‘On Personal Data’ Do Not Apply to Operators Carrying Out Cross-Border Transfer 

of Personal Data for the Purpose of Fulfilling the Functions, Powers, and Duties Imposed on State 

or Municipal Authorities by an International Agreement of the Russian Federation or by the 

Legislation of the Russian Federation”; 

 Russian FSTEC Order No. 21 dd. February 18, 2013 “On Approval of the Composition 

and Content of Organizational and Technical Measures to Ensure the Security of Personal Data 

during Their Processing in Personal Data Information Systems”; 

 Roskomnadzor Order No. 178 dd. October 27, 2022 “On Approval of the Requirements 

for Assessing Harm That May Be Caused to Personal Data Subjects in Case of Violation of the 

Federal Law “On Personal Data”; 



 Roskomnadzor Order  No. 179 dd. October 28, 2022 “On Approval of the Requirements 

for Confirming the Destruction of Personal Data”; 

 Roskomnadzor Order No. 996 dd. September 05, 2013 “On Approval of Requirements 

and Methods for Anonymizing Personal Data”; 

 Roskomnadzor Order No. 18 dd. February 24, 2021 “On Approval of Requirements for 

the Content of Consent to the Processing of Personal Data Permitted by the Personal Data Subject 

for Distribution”; 

 Roskomnadzor Order No. 128 dd. August 05, 2022 “On Approval of the List of Foreign 

States Ensuring Proper Protection of Personal Data Subjects’ Rights.” 

 

3 Terms and Definitions 
 

  

3.1 The following terms and definitions are used in this Policy: 

 

3.1.1 Automated processing of personal data: processing of personal data using 

computing equipment. 

3.1.2 Blocking of personal data: temporary suspension of the processing of personal 

data (except when processing is necessary for clarifying personal data). 

3.1.3 Protection of personal data: the activities of the operator aimed at preventing the 

leakage of personal data, unauthorized and unintended actions against it by organizing measures 

for its legal, technical, and physical protection. 

3.1.4 Personal data information system: a combination of personal data contained in 

databases and the information technologies and technical means for their processing. 

3.1.5 Information: information (data or messages) regardless of their form. 

3.1.6 Confidentiality of personal data: a requirement that must be observed by the 

operator or any other person who has obtained access to personal data not to disclose or distribute 

personal data to third parties without the consent of the personal data subject, unless otherwise 

specified by the legislation of the Russian Federation. 

3.1.7 Anonymization of personal data: actions resulting in the impossibility of 

identifying the belonging of personal data to a particular subject without additional information. 

3.1.8 Processing of personal data: any action (operation) or set of actions (operations) 

performed with or without the use of automation tools on an employee’s personal data, including 

collection, recording, systematization, accumulation, storage, clarification (updating, 

modification), extraction, use, transfer (distribution, provision, access), anonymization, blocking, 

deletion, and destruction of personal data. 

3.1.9 Operator: JSC "VO "Safety", independently or jointly with other persons, 

organizing and/or carrying out the processing of personal data, as well as determining the purposes 

of personal data processing, the composition of personal data subject to processing, and the 

actions (operations) performed with personal data. 

3.1.10 Personal data: any information relating directly or indirectly to particular or 

identified individual (personal data subject). 



3.1.11 Personal data permitted by the personal data subject for dissemination: 

personal data to which access by an unlimited number of persons has been granted by the personal 

data subject through giving consent for the processing of personal data permitted by the personal 

data subject for dissemination, in the manner prescribed by the current legislation of the Russian 

Federation. 

3.1.12 Provision of personal data: actions aimed at disclosing personal data to a specific 

person or a specific group of persons. 

3.1.13 Distribution of personal data: actions aimed at disclosing personal data to an 

unspecified group of persons. 

3.1.14 Personal data subject: an individual who is directly or indirectly identified or 

identifiable on the basis of the relevant data (information), including employees as well as 

individuals who are not in an employment relationship with the Operator. 

3.1.15 Cross-border transfer of personal data: the transfer of personal data to the 

territory of a foreign state, to an authority of a foreign state, or to a foreign individual or foreign 

legal entity. 

3.1.16 Destruction of personal data: actions that make it not possible to restore the 

content of personal data in a personal data information system and/or that result in destruction of 

physical carrier containing personal data. 

 

4 Designations and Abbreviations 

 

4.1 This Policy uses the designations and abbreviations provided in Appendix 1. 

 

5 General Provisions 

 

5.1 This Policy is a document of the Company’s integrated management system 

(hereinafter “IMS”). 

5.2 The Policy was developed in order to ensure the Company’s compliance with the 

requirements of the legislation of the Russian Federation regarding personal data, as well as to 

protect the rights of individuals when their personal data is processed. 

5.3 This Policy was developed as per requirements of ISO 9001, ISO 14001, ISO 

45001, ISO 19443, ISO 21502, ISO 17025, the Statute of the Company, the legislation of the 

Russian Federation, and the Company’s IMS documents. 

5.4 The Policy was developed in accordance with the legislation of the Russian 

Federation, which defines the cases and specific features of personal data processing, as well as 

the requirements to ensure safety and confidentiality of such information. 

5.5 The provisions of the Policy serve as basis for: 

 Organizing the Company’s activities regarding personal data processing and protection; 

 Development of regulatory acts in the field of personal data processing and protection; 

  Establishment of procedures for implementing measures to protect processed personal 

data. 

5.6 This Policy is publicly available and shall be published on the official website of 

the Company in the information and telecommunication network "Internet” 

 

6 Principles, Objectives and Methods of Personal Data Processing 

6.1 The processing of personal data within the Company is carried out on the basis of 

the following principles: 

 Lawfulness and fairness of the purposes and methods of personal data processing, and 

the consistency of the purposes of personal data processing with the purposes that were 

determined and declared in advance at the time of personal data collection; 

  Consistency of the scope and nature of the processed personal data with the methods 

and purposes of personal data processing; 

 Accuracy of personal data, their sufficiency for processing purposes, and 

unacceptability of processing personal data that are excessive in relation to the purposes declared 

at the time of personal data collection; 



 Storage of personal data in a form that allows the identification of the personal data 

subject for no longer than required by the purposes of their processing; 

 Destruction or anonymization of personal data upon achievement of the purposes of 

their processing or in cases where the necessity of achieving such purposes is lost, unless the 

storage period for personal data is established by the legislation of the Russian Federation. 

6.2 Personal data are processed for the purposes of: 

 Ensuring compliance with the Constitution of the Russian Federation, legislative and 

other regulatory legal acts of the Russian Federation, and the Company’s local regulatory acts; 

 Implementation of the functions, powers, and obligations imposed on the Company by 

the legislation of the Russian Federation, including the provision of personal data to the Pension 

and Social Insurance Fund of the Russian Federation, the Federal Compulsory Medical Insurance 

Fund, as well as to other public authorities; 

 Regulation of labor relations with the Company’s employees; 

 Provision of additional guarantees, compensations, and social benefits to the Company’s 

employees and their family members; 

 Protection of life, health, or other vital interests of personal data subjects; 

 Preparation, signing, execution, and termination of civil-law contracts; 

 Ensuring the functioning of the occupational health and safety management system; 

 Ensuring access control and on-site security regimes within the Company; 

 Creation reference materials for the Company’s internal information support; 

 Execution judicial acts and acts of other authorities or officials subject to execution in 
accordance with the legislation of the Russian Federation on enforcement proceedings; 

 Exercising the rights and lawful interests of the Company within the framework of its 

activities as provided for by the Company’s Statute, or those of third parties, or achieving socially 

significant objectives; 

 Signing and execution of the Company’s international contracts; 

 Organization and conduct of internal and external inspections (audits) of the Company’s 
activities; 

 Other lawful purposes. 

6.3 Methods of personal data processing: 

 Non-automated processing of personal data; 

 Automated processing of personal data, with or without the transfer of the obtained 

information through information and telecommunication networks; 

 Mixed processing of personal data. 

 

7 Responsibilities of JSC "VO "Safety" as a Personal Data Operator 

 

7.1 The Company’s obligations regarding the processing of personal data are to: 

 Collect, record, systematize, accumulate, store, clarify (update, modify), retrieve, use, 

transfer (distribute, provide, grant access), anonymize, block, delete, and destruct personal data in 

accordance with the requirements of the legislation of the Russian Federation; 

 Obtain personal data only from the personal data subject. The obtaining personal data of 

a subject from third parties shall be carried out only with the written consent of the personal data 
subject; 

 Inform personal data subjects or their representatives, in the prescribed manner, about 

the availability of personal data relating to the respective subjects, and provide access to such 

personal data upon request from the personal data subjects or their representatives, unless 

otherwise provided for by the legislation of the Russian Federation; 

 Respond in a timely manner and in accordance with the requirements of the legislation 

of the Russian Federation to requests and inquiries from personal data subjects and their legal 
representatives; 

 Provide information to an authorized body for the protection of the rights of personal 

data subjects within 30 (thirty) calendar days from the date of receipt of a request from such body; 

 Adopt legal, organizational, and technical measures to protect personal data from 



unlawful or accidental access, destruction, alteration, blocking, copying, provision, distribution, as 

well as from other unlawful actions in relation to personal data; 

 Appoint a person responsible for arrangement of processing of personal data within the 

Company; 

 Issue local regulatory acts defining the policy and procedures for the processing and 

protection of personal data within the Company; 

 Provide and arrange training and methodological support for employees holding 

positions included in the list of roles that involve the processing of personal data or access to 

personal data; 

 Explain to the personal data subject the legal consequences of refusing to provide 

personal data if the provision of such data is mandatory under the legislation of the Russian 

Federation; 

 Cease processing and destruct personal data in cases provided for by the legislation of 

the Russian Federation on personal data; 

 Carry out other actions as stipulated by the legislation of the Russian Federation on 

personal data. 

 

8 Categories of Data Subjects Whose Personal Data Are Processed and the 

Scope of Processed Personal Data 

 

8.1 Categories of personal data subjects include: 

 Current and former employees of the Company; 

 Candidates for vacant positions; 

 Relatives of the Company’s employees; 

 Contractors under civil-law contracts; 

 Trainees; 

 Visitors; 

 Members of the Board of Directors and the Audit Commission; 

 Company’s counterparties; 

 Users of the Company’s official website in the Internet https://vosafety.ru 

8.2 The content and scope of the processed personal data correspond to the declared 

purposes of processing, are determined in accordance with the legislation of the Russian 

Federation and the Company’s local regulatory acts, and are specified in the personal data 

subject’s consent to the processing of their personal data, except in cases where personal data may 

be processed without obtaining such consent. 

8.3 The Company does not process special categories of personal data concerning racial 

and ethnic origin, political views, religious and philosophical beliefs, health status, or intimate life, 

except in cases provided for by part 2 of Article 10 of Federal Law No. 152-FZ of July 27, 2006 

“On Personal Data” and except for information related to the performance of employee’s duties in 

accordance with the Labor Code of the Russian Federation. 

 

9 Legal Grounds for Personal Data Processing, Rights of the Company and of 

the Data Subject in Personal Data Processing 

 

9.1 The legal basis for the processing of personal data includes: 

 Federal laws of the Russian Federation and the regulatory legal acts adopted on their 

basis, governing relations related to the Company’s activities; 

 The Company’s Statute documents; 

 Agreements concluded between the Company and the personal data subject; 

 Consent to the processing of personal data (in cases not directly provided for by the 
legislation of the Russian Federation but within the Company’s authority). 

9.2 The Company has the right to: 

 Process the personal data of a personal data subject in accordance with the declared 

purpose; 



 Require the personal data subject to provide accurate personal data necessary for the 

execution of a contract, provision of services for the identification of the personal data subject, as 

well as in other cases provided for by the legislation of the Russian Federation on personal data; 

 Process publicly available personal data; 

 Process personal data subject to publication or disclosure in accordance with the 

legislation of the Russian Federation; 

 Entrust the processing of personal data to another party with the consent of the personal 

data subject; 

 Refuse to provide information at the request of the personal data subject regarding their 

personal data in cases stipulated by the legislation of the Russian Federation. 

 

9.3 The personal data subject has the right to: 

 Receive information regarding the processing of their personal data in the manner, form, 

and within the time limits established by the legislation of the Russian Federation on personal 

data; 

 Request the clarification, blocking, or destruction of their personal data if such data are 

incomplete, outdated, inaccurate, unlawfully obtained, or unnecessary for the declared purpose of 

processing; 

 Take measures provided by the legislation of the Russian Federation on personal data to 

protect their rights; 

 Withdraw the consent to the processing of personal data; 

 Appeal the actions or inaction of the Company to the authorized body for the protection 

of the rights of personal data subjects or in court if the Company processes their personal data in 

violation of the requirements of the legislation of the Russian Federation on personal data. 

 

10 Conditions for Personal Data Processing 

 

10.1 The processing of personal data subject’s personal data shall be carried out with 

his/her consent to processing of personal data, as well as without such consent if the processing of 

personal data is necessary for implementation of a contract to which the personal data subject is a 

party, a beneficiary, or a guarantor, as well as for the signing of a contract initiated by the personal 

data subject or a contract under which the personal data subject will be a beneficiary or guarantor, 

or in other cases provided for by the legislation of the Russian Federation on personal data. 

10.2 The Company shall not disclose or distribute personal data to third parties without 

the consent of the personal data subject, unless otherwise provided for by the legislation of the 

Russian Federation on personal data. 

10.3 The Company has the right to entrust the processing of personal data to another 

party with the consent of the personal data subject, unless otherwise provided for by the legislation 

of the Russian Federation, on the basis of a contract concluded with such a party. 

10.4 The contract shall contain a list of actions (operations) with personal data that will 

be performed by the party processing the personal data, the purposes of the processing, the 

obligations of such party to maintain confidentiality and ensure the security (integrity and 

availability) of personal data during processing, as well as the requirements for the protection of 

processed personal data. 

10.5 The storage periods of personal data in the Company are determined in accordance 

with the legislation of the Russian Federation on personal data processing. 

 

 

 

 

 

 



 

11 Control over Compliance with the Requirements of the Russian Federation 

Legislation on Personal Data Processing and Protection  

 

11.1 Monitoring of compliance by the Company’s structural divisions with the Russian 

Federation legislation and the Company’s internal regulations in the field of personal data, 

including requirements for the protection of personal data, is carried out by the person responsible 

for arrangement of personal data processing. 

11.2 Monitoring of compliance by the Company’s structural divisions with the Russian 

Federation legislation and the Company’s internal regulations in the field of personal data, 

including requirements for the protection of personal data, is carried out to: 

 Verify that personal data processing complies with the requirements established by law; 

 Assess the effectiveness of personal data protection measures; 

 Prevent and detect violations of the legislation of the Russian Federation in the field of 

personal data. 

 Identify potential channels of data leakage and unauthorized access to personal data; 

 Eliminate the consequences of identified violations. 

11.3 The Company is liable to the personal data subject for the actions of persons to 

whom the Company entrusts the processing of the subject’s personal data. 

11.4 Personal responsibility for compliance with the requirements of the Russian 

Federation legislation and the Company’s internal regulations in the field of personal data, as well 

as for ensuring the confidentiality and security of personal data in all divisions of the Company, 

rests with the heads of those divisions. 

 

 

 



Appendix 1 

(For information) 

 

Designations and abbreviations 

 

Abbreviation 

(Designation) 

Interpretation  

(Clarification) 

Policy  The Policy related to the processing of personal data 

Company JSC “VO “Safety” 

IMS Integrated Management System 
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